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Raising the red flag
What finance leaders need to know 
about accounts receivable fraud 
schemes and how to fight them
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Introduction
Business billing and payments have undergone a massive shift over the past 

few years. From the expedited movement to digital channels to a volatile 

economic environment, finance leaders are grappling with how to address 

change to meet customer needs and address internal processes with care. 

One concern comes up in 
nearly every scenario: fraud.  

That’s because business fraud, a perpetual issue, is on the rise. In fact, 68% of 

trust and safety (cybersecurity) experts1 have reported at least a 5% increase in 

fraud since January 2022, with some spikes as high as 50%. 

In addition, the rapid acceleration of digital accounts receivable (AR) and 

accounts payable (AP) processes has led to added scrutiny. Ninety-four 

percent2 of companies indicate they are investing in digital technologies 

in at least one area of payments and finance, with another 87% planning to 

invest in the future. 

While these digital-first approaches bring efficiencies, they also require new 

fraud mitigation strategies. The more that finance functions go digital, the 

more protections are needed to support safe business operations.

The more that finance functions go 

digital, the more protections are needed 

to support safe business operations.

5-50%
Estimated rise in fraud 

since January 2022, 

according to fraud teams

Source: Sift

94%
of companies are investing in 

digital technologies in at least one 

area of payments and finance

Source: PYMNTS/Corcentric
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What fraud costs, and 
how it happens
Fraud has always been a consideration for businesses, so why is the emphasis 

increasing now? For one, the rate of fraud continues to climb. A recent study 

from the Association of Certified Fraud Examiners indicated that organizations 

lose 5% of revenues to fraud each year, with the average loss per case 

nearing $1.8 million.  3

The same study found that 27% of all occupational or internal frauds stem 

from accounting (12%) and operations (15%) departments, indicating additional 

checks and balances are necessary to mitigate this type of fraud. 

The good news? Businesses are responding: 85% of chief financial officers 

(CFOs) report current or future plans to invest in fraud prevention and digital 

risk management technologies.4 

But to address the full spectrum of potential business fraud, business leaders 

must address a wide number of scenarios, including:

	— Internal fraud

	— External attacks

	— Collaboration between internal and external parties 

In its Global Economic Crime and Fraud Study 2022, PwC concludes that 43% 

of fraud stems from an external perpetrator, 31% is from an internal party or 

parties, and another 26% is a result of collusion between the two. Addressing 

these shifts means breaking down internal departments and identifying 

specific risk factors for each.
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Accounts payable fraud schemes

Outside fraud attacks frequently target accounts payable (AP) departments 

and their employees precisely because they have access to funds release. 

For example, the Association for Financial Professionals (AFP) called 

out that these departments are most susceptible to BEC fraud, with 

58% of payment professionals reporting that their AP department was 

targeted by email scams.5 

Targeted invoice fraud also creates a major issue for businesses. A recent 

report revealed an average estimated annual cost of $280,000 per 

company over the past 12 months.6 In addition, 95% of businesses have 

been aware of invoice fraud, and the average finance team has spotted 12 

cases in the past year. 

Why? Part of the issue lies in the fact that IT and AP teams work in silos in most 

organizations. The same study reported that the responsibility to detect and 

prevent false invoice activity is not shared, with only two in five businesses 

reporting collaboration.7 

As primary targets of fraudulent activity, AP teams must be vigilant in 

monitoring for new attacks and training their teams to identify potential scams 

as they arise. But while it’s an important approach, adding another task to a 

team’s ever-increasing workload becomes a challenge for finance leaders. 

Automation is one tool that can help relieve the burden.

AP teams need to be vigilant 
in monitoring for new attacks 
and training their teams to 
identify potential scams.

58%
of payment professionals 

reporting that their AP 

department was targeted 

by email scams.

Source: Association for 

Financial Professionals

2 in 5
business say their IT and AP 

teams collaborate to fight fraud.

Source: Medius
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Accounts receivable fraud schemes

Fraud may not be as prevalent on the accounts receivable (AR) side, but it is on 

the rise. AFP reports a slight increase in AR fraud from 2020 to 2021 (3% to 5%) 

and lists it among the top six departments most vulnerable to BEC.8 

From tactics like false checks, check kiting and check lapping to skimming 

sales and more, AR fraud abounds. That’s why, as previously noted, 85% of 

CFOs are prioritizing fraud controls for incoming payments.9 

In many cases, this type of fraud is perpetrated internally, with employees 

working the systems they know. 

	— Asset misappropriation, which involves an employee stealing 

or misusing the employer’s resources, is the most common, 

accounting for 86% of cases.10 

	— Financial statement fraud, when a fraudster intentionally causes 

a material misstatement or omission in the organization’s financial 

statements, only represents 9% of the total cases but are the costliest to 

the organization, with a median loss of $593,000.11 

	— Kiting, when an employee steals funds and transfers the money from one 

bank account to another before year-end. 

Further, identifying this type of fraud may be difficult. In most cases, a lack of 

internal controls opens the door to AR fraud, with 29% of victim organizations 

reporting they did not have adequate mechanisms in place to guard against 

it. When controls were put in place, fraudsters were able to override those 

safeguards in 20% of cases.12 

Businesses need to create checks and balances to evaluate and validate 

internal approvals and signoffs. Creating a workflow that engages technology 

and enables input from more than one staff member will help catch abnormal 

transactions and flag any issues.

In many cases, [accounts receivable] fraud 

is perpetrated internally, with employees 

working the systems they know.

Types of AR fraud committed by employees:

1.	 Bogus statements

2.	 Check skimming

3.	 Customer data phishing

4.	 Fictitious accounts and sales

5.	 Forced balancing

6.	 Fraudulent write-offs

7.	 Lapping and kiting

8.	 Payment diversion

9.	 Refund skimming

3 to 5%
Increase in AR fraud 

between 2020 and 2021

Source: Association for 

Financial Professionals

86%
of AR fraud cases are classed 

as asset misappropriation

Source: Association of Certified 

Fraud Examiners
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Four ways you can mitigate 
AP and AR fraud
With fraud levels high and increasing on both the AP and AR sides, financial 

leaders have a lot to consider as they respond to market demands and build 

out digital systems. 

For example, with nearly half of occupational fraud potentially prevented with 

a stronger system of anti-fraud controls, small steps may have a big impact 

for the business.13 As the PYMNTS report, “The Overlooked Importance Of 

Securing Incoming Payments,” recently noted: “If done right, a streamlined and 

secure AR system would limit the ability of rogue employees as well as external 

fraudsters to steal funds.”14 

With that in mind, financial professionals should take the following steps for 

shoring up their AP/AR operations:

1.	 Evaluate current processes and identify places where automation 

may create additional safeguards. According to Billtrust research, AR 

teams interact with an average of 11 to 20 customer portals and must 

be proficient with 11 to 15 AP automation platform brands.15 By making 

changes to how AP/AR operations are managed, you can lessen entry 

points for fraud activity and enhance efficiency in the process. 

2.	 Automate systems and layer them with fraud detection. Once you’ve 

identified areas of opportunity, you should engage with a partner who can 

support the development of an efficient digital workstream for AP and 

AR tasks. Identify areas where internal controls may be needed and/or 

additional external support may be warranted to stave off fraud. 

3.	 Create internal checkpoints and dual sign offs for staff. While it may 

create an added layer of approval, incorporating dual review of AP 

and AR activity may help identify any red flags for potential fraud. 

For example, with BEC, if two parties must review the request prior to 

any money being sent, it will create an added layer of scrutiny before 

payment. On the AR side, having a secondary review of materials in 

place—even a cursory one—may create a natural hesitancy for employees 

to act in a fraudulent way and enable you to more quickly recognize 

any outlier activity. 

4.	 Develop staff training. The concept of “if you see something, say 

something” only applies if staff know what to look for in a particular 

scenario. Fraud training can give the necessary guidance to teams to 

help them in recognizing unusual activity. 
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Third-party providers offer tremendous opportunities to automate and digitize 

processes while supporting fraud mitigation. Having a trusted partner to help 

in navigating not only the automation but the security elements associated 

with it can go a long way in ensuring that as new workflows are created, fraud 

mitigation checkpoints are incorporated. Working with a provider and internal 

team members, financial professionals can set themselves up for future 

success in minimizing fraud impacts. 

Association of Certified Fraud Examiners graphic16 
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Conclusion

While fraud attacks continue 
to climb, you have a host of 
resources at your disposal. 

By approaching AP/AR processes with a fresh set of eyes and identifying areas 

of weakness, financial professionals can anticipate issues and identify a path to 

greater operational safety. 

In addition, new tools and resources continue to arise that will help ensure 

businesses remain one step ahead of fraud. Incorporating more robust AP/

AR fraud detection processes will ready you and your team for whatever 

new market dynamics emerge. And in today’s dynamic landscape, 

preparation supports success. 
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Learn more
For more information on ways to  

streamline processes with security in mind,  

visit billtrust.com or contact our sales team.
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